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• 68% of organizations worried about cyber threats from generative AI, 

but only 32% have an AI policy in place.
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CIRA Cybersecurity Survey 2023

Key Findings
• 68% of organizations worried about cyber threats from generative AI, but 

only 32% have an AI policy in place.
• Among organizations affected by a ransomware attack, 70% indicated that 

they paid the ransom demands. Out of those that paid the ransom, nearly 
one quarter (22 per cent) paid between $50K – $100K.

• 40% experienced a data breach last year employee and/or customer (an 
11 per cent increase from 2022).

• Nearly 30 per cent of organizations experienced a loss of revenue as a result 
of a cyber attack (up from 17 per cent in 2022), and 24% experienced 
damage to their reputation.

• Organizations face cyber risks by relying on outdated technology, with 37% 
of firms using technology released prior to 2010.
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BACKGROUND

Cyber-Physical Security – Purdue Model
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AI vs. ML vs. DL
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AI & CYBERSECURITY

An Already Long History

Existing Benefits
• Handle billions and trillions of events (Big Data)

• Identify patterns and antipatterns / anomalies
• Automate & orchestration response
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AI & CYBERSECURITY

Y2Q Timeline
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LAWS, REGULATIONS, AND FRAMEWORKS

The Difference
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LAWS, REGULATIONS, AND FRAMEWORKS

CMMC + CPCSC

CMMC (Cyber Security Maturity Model Certification)
• US DoD framework aligned with NIST, etc.

• CMMC 2.0 now out
• (5 levels -> 3 levels)

CPCSC (Canadian Program for Cyber Security Certification)
• Aligned with CMMC

• Mandatory for defence contracts as early as winter 2024
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FACING CYBER ATTACKS

MITRE ATT&CK
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FACING CYBER ATTACKS

TTPs
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FACING CYBER ATTACKS

What to Look For
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FACING CYBER ATTACKS

MITRE ATT&CK Heatmap



24

CLASSIFICATION:CONFIDENTIAL

CONCLUSION

Don’t Panic – Do Act Now

Key Takeaways
• Non-technical impacts (IP, regulatory, and confidentiality) are equally 

major AI concerns.

• The impact of AI and quantum computing on cybersecurity (beyond 
Y2Q) gets hard to predict.

• This is the worst AI will ever be…
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Q&A



26

CLASSIFICATION:CONFIDENTIAL

THANK YOU FROM CIRA

Jamie Hari
Director of Product, Cyber/DNS

@jamie_hari

linkedin.com/in/jamiehari

www.cira.ca 

info@cira.ca
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CYBER-PHYSICAL SECURITY

Pivot Points
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